BRIEFING PAPER

Huawei in Central and Eastern
Europe: Trends and Forecast

IVANA KARASKOVA, KONSTANTINAS
ANDRIJAUSKAS, ALICJA BACHULSKA,
UNA ALEKSANDRA BERZINA-CERENKOVA,
ANDREEA LEONTE, TAMAS MATURA,
MATEJ SIMALCIK

for Democracy
China Observers in Central Supporting Freedom Around the World

and Eastern Europe

C H Ei C E ‘= AMO.CZ National Endowment
I



HUAWEI IN CENTRAL AND EASTERN EUROPE: TRENDS AND FORECAST

Briefing Paper
January 2021

Editor — Ivana Kardskova

Authors — Konstantinas Andrijauskas, Alicja Bachulska, Una Aleksandra Bérzina-Cerenkova,
Ivana Karaskovd, Andreea Leonte, Tamds Matura, Matej Simalcik

Citation — Karaskova, I. (ed.) (2020). Huawei in Central and Eastern Europe: Trends and Forecast.
Prague, Czech Republic, Association for International Affairs (AMO).

The publication was prepared within the China Observers in Central and Eastern Europe
(CHOICE) collaborative platform. CHOICE monitors and evaluates the rising influence of the
People’s Republic of China in countries of Central and Eastern Europe which participate in

the China-proposed 17+1 initiative. CHOICE strives to build a multinational platform for open
discussion, experience-sharing and critical assessment. CHOICE is run by the Association for
International Affairs (AMO), a Prague-based foreign policy think tank and NGO. The preparation
of this paper was supported by a grant from National Endowment for Democracy (NED).

Typesetting — Zdetika Plocrovd
Print — Vydavatelstvi KUFR, s.r.o. - tiskdrna

ASSOCIATION FOR INTERNATIONAL AFFAIRS (AMO)

Zitna 27/608

CZ 110 oo Praha1
Tel.: +420 224 813 460
info@amo.cz
WWW.amo.cz

© AMO 2021
ISBN 978-80-87092-86-6 (print version)
ISBN 978-80-87092-85-9 (pdf version)


https://chinaobservers.eu/
https://chinaobservers.eu/
http://www.amo.cz/

Table of Contents

Summary

Introduction: CEE on the road to security distancing
Romania: decisive opponent
Poland: hardening stance

Latvia: no place for ambiguity
Lithuania: value-based rejection
Czech Republic: resolute hesitation
Slovakia: undecided latecomer
Hungary: cordial welcome

Authors

About CHOICE

About AMO

Footnotes

11
13
15
17
19
21
23
25
27
29






Summary

=> The issue of 5G network security in selected countries of Central and
Eastern Europe (CEE) is mostly associated with Huawei, the most visible
Chinese telecom company with the highest share of components in local
networks.

=> Active US diplomacy in CEE, visibly backed by increased frequency of
visits by members of the US administration to the region, resulted in a more
cautious position of the local governments on the involvement of Chinese
telecom companies in 5G networks.

= While some (nhamely Hungary) have refused to treat Chinese telecom
companies as a security threat, others have become more critical -
declaring their adherence to EU recommendations on the matter and/
or signing a joint declaration with the US on 5G security. However,
the trend towards taking into account non-technical factors when
assessing 5G network risks does not inevitably equal a ban on Huawei
in a nation’s network. Thus, in some countries, the issue has not yet been
conclusively resolved.

—> Romania seems to have the strongest position on Huawei within the region,
as it signed a memorandum of understanding on 5G security with the US as
the first country already in 2019. Moreover, it also drafted a law stipulating
all manufacturers of technologies, equipment and software programs,
which are intended for the use in the national 5G networks, need to obtain
an authorization granted by the decision of the prime minister. So far
Huawei’s prospects for participating in the build-up of the 5G infrastructure
in Romania are slim.

> Poland has drafted an amendment to the existing cybersecurity law which
will enable exclusion of the vendors categorized as high-risk from the Polish
market. ICT providers will be assessed based on a number of categories,
including non-technical risks, some of them indirectly pointing at Huawei.
Any drastic reversal of the current policy towards Huawei seems unlikely.

= Latvia ended its ambiguity on Huawei in February 2020 when it signed
the joint declaration on 5G security with the US. Since then, local telecom
companies aired their preference of telecom companies from Sweden and
Finland. The local mobile network operators are becoming increasingly
aware of the risks of cooperation with Huawei, making its participation in
5G network infrastructure in Latvia very unlikely.
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=> Lithuania, which closely follows Polish and US positions on the Huawei

issue, signed a memorandum of understanding on 5G security with the US
in September 2020. Telia Lietuva declared the initial phase of launching the
5G mobile network with Ericsson. Considering the victory in the election

of the moderate right wing coalition, declaring its aim to conduct value-
based foreign policy and criticizing countries violating human rights, no
major shift in Lithuania’s current policy on the 5G in general and Huawei in
particular is expected.

The Czech Republic was an early skeptical voice on 5G security

in the European debate, already voicing concerns in 2018. Moreover,

it contributed significantly to the debate with the Prague Proposals.
However, the situation is far from decided, as the government balances
warnings from the security community with other domestic political
considerations ahead of the general election in 2021.

Slovakia is a relative newcomer to the 5G security debate. It signed a joint
declaration with the US in October 2020 and, ever since, its National
Security Authority has been drafting a Decree on 5G security measures.
However, the measures are to be implemented only in an NSA Decree rather
than an Act of the National Council, meaning they can be easily amended,
or even canceled, by the decision of the NSA Director. Slovakia is yet to
enjoy an intense political debate on the issue.

Hungary did not ban the use of Huawei’s technology in the 5G networks
and it does not seem probable that the current policies of Budapest will
change in the foreseeable future. The Orbdn government and Huawei
announced the establishment of a new Huawei RED centre in Budapest,
serving as further evidence of the stable environment the company enjoys
in Hungary.

Four major possible factors should be taken into account when forecasting
future trends: the change of a government of the given country after the
general election, the position of Germany, the considerations of local
telecom companies, and bilateral ties with the US and the continuous push
for exclusion of Huawei from CEE counties’ 5G networks by Washington.



Introduction: CEE on the road
to security distancing

Ivana Karaskovéa

This briefing paper summarizes ongoing debates on Huawei's involvement in
the build-up of 5G networks in seven Central and Eastern European countries: Cze-
chia, Hungary, Latvia, Lithuania, Poland, Romania and Slovakia. The paper resulted
from discussions among China Observers in Central and Eastern Europe (CHOICE),
a unique collaborative research platform bringing together China analysts from the
region of Central and Eastern Europe.

The first aim of the briefing paper is to provide an up-to-date overview of the
current state of the ongoing debates about Huawei's possible participation in 5G net-
works. More importantly, based on the former step, it attempts to determine trends
to watch in the seven CEE countries, weighs the probability of future shifts in the
local debates on Huawei and assesses whether the debates are primarily driven by the
governments and their agencies, by external players or by local telecom companies.

While having other connotations, the issue of security of 5G networks in selected
Central and Eastern Europe countries is mostly associated with Huawei, a Chinese
telecom company with the highest share of components in local networks and argu-
ably the most active Chinese telecom company in the region. ZTE and other Chinese
companies have, at least so far, had less visible presence in the region.

Active US diplomacy in Central and Eastern Europe, backed by increased frequen-
cy of visits by members of the US administration to the region, resulted in a more
cautious position of the local governments on the involvement of Chinese telecom
companies in 5G networks. While some (namely Hungary) have refused to see Chinese
telecom companies as a security threat, majority of CEE countries remain cautious
and declared they would adhere to the EU recommendations on the manner and/or
signed a joint declaration with the US on 5G security. The trend towards taking into
account non-technical factors when assessing 5G network risks is visible in most of
the countries covered in this briefing paper. Yet the trend towards being more cautious
does not equal (so far) a ban on Huawei in a nation’s network. In some countries, the
issue has not been finally resolved.

Four possible factors should be taken into account when forecasting future
trends - a possible change of the country’s government, the position of Germany,
the considerations of the local telecom companies, and bilateral ties with the US and
the continuous push for exclusion of Huawei from CEE counties’ 5G networks by
Washington.

First, as seen in Slovakia and Lithuania, where China-skeptical political parties
formed governments after general election, the attitude towards Chinese telecom
companies can change quickly and dramatically. The Czech Republic heads to the
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general election in 2021 and the current government is quite reluctant to decide on
the issue prior to the vote. Depending on the outcome of the election, the issue may
remain in a stalemate, or perhaps it can move quickly towards the exclusion of Huawei
from the 5G networks. It remains to be seen.

Second, the economies of virtually all CEE countries are oriented towards Ger-
many, which may prompt the countries in the region to follow Berlin’s lead on this
issue. The German government announced the new 5G legislation in December 2020,
yet the Bundestag has not passed the law yet. Given the CEE countries’ orientation
towards Berlin, German decision on 5G networks has a great potential to influence
drafting of CEE countries’ regulations as well as the final decision on 5G networks
suppliers.

Third, local telecom companies also play an important role. In the past, many
sought partnership with Chinese companies due to simple financial considerations
and as a consequence of the prevalence of Huawei's components in their existing
networks. The US sanctions, however, changed the calculus of the business sector,
as entering a contract with a company under US sanctions could prove problematic,
especially as Huawei potentially faces problems with accessing crucial components.
Moreover, the local companies fear the possibility of banning Huawei from the net-
works in the future may increase their final costs and lower their chances in public
procurement. Hence, the decision on Huawei could practically result from the telecom
companies choosing a more expensive, yet less problematic partner for building 5G
networks without the need of the country’s government to explicitly rule out the
Chinese telecom company.

Finally, CEE countries, especially Baltic states, Poland and Romania, consider US
their primary security provider. The Trump administration has been successful in
advocating for a more cautious approach regarding the Chinese telecom companies.
The local governments as well as telecom companies apply a wait-and-see approach
regarding the incoming Biden administration and its course on China. Though it is
unlikely the US will change its course on China policy significantly, a loss of focus
and determination could have tangible repercussions for the Central and Eastern
European approaches to the security of 5G networks.



Romania: decisive opponent

Andreea Leonte

Although Huawei has a large presence in Romania in the existing 3G and 4G
networks, having close relations with most telecommunications operators, as well as
a regional support center in Bucharest, its chances to lead the Romanian 5G rollout
are extremely small.

Romania has not yet organized the 5G tender, despite it being initially scheduled
to take place last year. The tender was postponed for 2021, as the legislative framework
detailing the obligations of future suppliers is still pending. The reason for the delay
was that the Romanian government was waiting for the European Commission to
enact measures concerning the security of 5G networks in the EU.

Regarding 5G, Romania was the first country to sign a Memorandum of Under-
standing® (MoU) with the US, on the occasion of a presidential visit to Washington
by Klaus Iohannis, on August 20, 2019. The MoU provided for the rigorous evaluation
of all future 5G vendors to determine if they have a transparent ownership structure
and ethical corporate practices, as well as if they are subject to the control of a foreign
government, outside an independent judicial review. Although this document did
not explicitly exclude Huawei from supplying 5G equipment to Romanian telecom-
munication operators, the company could hardly meet the conditions named in the
MoU. At the same time, the MoU should be interpreted in conjunction with the US
Federal Register of Entities,> which lists all entities believed to pose serious national
security/foreign policy threats. Huawei was added to the list on May 15, 2020, together
with other 114 of its overseas-related affiliates.? Since Romania has pledged to have
a close cooperation with the US on 5G security, the chances that Huawei could win
the 5G bid are remote.

After his visit to the White House, the Romanian president lohannis discussed the
MoU with Romania’s National Defense Council (CSAT) regarding how to transpose
it into national law. A year later, on August 4, 2020, a first draft law#* was published
on the website of the Ministry of Transport, Infrastructure and Telecommunications.

The draft law states that all manufacturers of technologies, equipment and soft-
ware programs, which are intended for the use in the national 5G networks (as well
as in the information and communication infrastructures of national interest), should
obtain an authorization, granted by decision of the prime minister. However, the
authorization is conditioned by a favorable opinion from the CSAT, after performing
athorough assessment of the risks, threats and vulnerabilities to the national security
and/or national defense of the equipment manufacturer. The authorization may be
withdrawn following the same procedure.

The draft law also mandates the National Communications Authority (ANCOM)
to request detailed information about the technologies, equipment, and software used
in 5G networks, as well as their manufacturer, the degree of outsourcing to third
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parties of certain activities related to the management of electronic communications
networks provided. Failure to provide this information can result in heavy fines.
Moreover, the law sets out measures for phasing out the technologies, equipment
and software currently in use from noncompliant providers.

On September 11, 2020, Huawei contested Romania’s new 5G security rules in
a letter to Margrethe Vestager, the European Commission’s executive vice-president
responsible for EU digital policies.5 The letter was sent by Huawei's Belgian subsid-
iary, which argued that the new rules follow biased and ambiguous criteria, which
are in violation of EU law. The CEO of Huawei Romania also opined that the law
was introduced in public debate for too short a time, only between August 4 and 17,
thus the telecom industry specialists could not assess its impact.® The Commission,
however, dismissed these allegations, noting that member states may adopt national
cyber security rules through European telecoms legislation.

In November 2020, Romania’s prime minister Ludovic Orban? explicitly excluded
a partnership with the company in an interview for Radio Europa Libera® — a direct
consequence of Romania’s strategic partnership with the US on security issues. We
can, thus, conclude that Huawei's prospects for participating in the construction of
the 5G infrastructure in Romania are slim.



Poland: hardening stance

Alicja Bachulska

For more than a decade, Huawei's presence in Poland has steadily grown in both
consumer and infrastructure domains. Since 2006, the Chinese firm participated in
the construction of Polish 2G and 3G networks with the help of multiple loans from
China Development Bank.? As a result, most Polish telecommunication operators
and their networks have been largely built using Huawei's equipment and solutions.
The Chinese tech giant has also become one of the most popular sellers of mobile
handsets in the country. In 2018, it progressed toward the number one smartphone
seller in Poland.* In 2019, however, it was overtaken by Xiaomi, another Chinese
handset producer, as controversies and restrictions surrounding Huawei started to
affect consumer behavior.™

Huawei has also become an active player in the Polish ‘people-to-people’ environ-
ment. It has cooperated extensively with a number of universities and has established
bilateral cooperation through institutions such as Huawei Authorized Information
and Network Academy at Poznan University of Technology*? or ICT Academy at
Kozminski University in Warsaw.” It has actively promoted its own initiatives target-
ing young talents, for example through the program of Seeds for the Future, which
enables the selected students to visit Huawei's headquarters in Shenzhen and its
research facilities in Beijing.*

The company made the headlines in Poland and worldwide in January 2019, when
a Chinese Huawei employee was arrested in Warsaw on allegations of spying. On top
of that, the case involved a former Polish security officer, who was later on released
on bail, while the Chinese national has remained under arrest as the authorities have
continued to investigate the case.’ In mid-November 2020, the two men were finally
indicted after almost two years of preparatory proceedings.*

These events have accelerated Poland’'s domestic debate on the role of Huawei in
constructing the country’s 5G networks. Simultaneously, growing tensions between
China and the US have also affected Warsaw's perception of threat vis-a-vis Beijing.
As the US remains Poland’s key ally in the post-Cold War order, Sino-American
strategic rivalry has resulted in Warsaw’s growing skepticism towards unconditional
cooperation with Beijing.

During the visit of the US vice president Mike Pence to Poland in September
2019, the two countries signed the US-Poland Joint Declaration on 5G.”7 The Polish
prime minister Mateusz Morawiecki has also promoted the notion of “European 5G
realism”, which in practice means more awareness of risks stemming from techno-
logical cooperation with actors from non-democratic states.’®

Currently, the most important legal tool that could result in Huawei's ban in Po-
land is a draft amendment to the existing cybersecurity law published on September
7,2020%. Some of its provisions suggest that vendors categorized as high-risk would
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be banned from the Polish market. ICT providers will supposedly be assessed based
on a number of categories, some of them indirectly pointing at Huawei. For example,
firms from countries outside of the EU might undergo greater scrutiny for political
and security reasons. The new law is supposed to come into force by December 21,
2020. At the time of writing, however, the ultimate form of the amendment remains
unclear.

In the nearest future, Poland will most probably witness a growing trend towards
diversification of telecommunications services providers stemming from both prac-
tical and political considerations.

Warsaw might also try to play a more proactive role in terms of managing the
European cyberspace. Poland’s recent attempt° to make the case for the country to
host the new European Cybersecurity Industrial, Technology and Research Com-
petence Center might serve as a case in point.>* Any drastic reversal of the current
policy towards Huawei seems unlikely as Poland slowly but rather consequently
keeps distancing itself from the Chinese provider.



Latvia: no place for ambiguity

Una Aleksandra Bérzina-Cerenkova

Latvia became the second among the Baltic countries, after Estonia, to sign the
Joint Declaration on 5G Security with the US*2 on February 27, 2020, ending a peri-
od of political ambiguity on the issue. The text of the document remains classified.
However the Latvian public broadcaster has reported that according to its sources the
text speaks of Latvia’s commitment to examine “whether a 5G technology supplier
isn't creating security risks”.?® The Minister of Foreign Affairs implicitly reaffirmed
the most probable exclusion of Huawei: “These companies have to take into account
that there will be certain questions at the moment when they’ll want to cooperate
with state structures, especially with those state structures that deal with security,
foreign policy and issues of such level.”

Although the joint declaration, as in other cases, is a non-binding one, under
the current circumstances, the entry and development of Huawei in the segment of
5G networks can be characterized as “never say never, but extremely complicated”.?s
Interestingly, unlike in North Macedonia or Cyprus, the signing of the declaration
was not followed by a reaction or statement of the Embassy of the People’s Republic
of China.

A strong signal that Latvia plans to rely on Northern European 5G infrastructure
providers also came from the Ministry of Defense, as the “first 5G military test site
in Europe™® was launched at the AdaZi base by the mobile network operator Latvijas
Mobilais Telefons (LMT) on November 13, 2020. LMT, the majority stake in which is
owned by the state of Latvia, and the minority stake by the Swedish-Finnish Telia-
Sonera, is cooperating with Nokia on 5G. The 5G military test site featured only 5G
routers locally produced by the Latvian company MicroTik.

The remaining two network operators aside from LMT (namely Tele2 and Bite)
followed the ambiguous approach longer, but it is also coming to an end. Bite Latvija,
owned by the US private equity investment fund Providence Equity Partners LLC*
through Bite Lietuva, had signed an MoU on cooperation in 5G networks with Huawei
in 2018, and had been consistently voicing a pro-Huawei position: “Latvian mobile
phone operator Bite Latvija will not suspend its partnership with the company and
will go forward with its plans to introduce a 5G network with the help of Huawei.”®
However, upon the signing of the Joint Declaration, Bite's messaging became less as-
sured, claiming that even though “it’s still unclear which company’s technology will
be used”, Bite is “developing a 5G network in cooperation with (..) Telez, (...) Tele2 is
also developing a parallel 5G network using Nokia infrastructure”.>

As in similar cases across Europe, one cannot say with full certainty that Hua-
wei will be excluded from the rollout of the 5G network in Latvia. Still, the local
mobile network operators (MNOs) are becoming increasingly aware of the risks the
cooperation with Huawei will bring, making Huawei participation in 5G network
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installation in Latvia very unlikely. Certainly, the final decision of Bite Latvia is a to-
watch aspect, as currently it is the only mobile network operator that had planned
to cooperate with Huawei. Although the MNOs are generally reluctant to commit to
the exclusion of Huawei, and the issue is mostly promoted by the defense-oriented
government actors, the leeway of mobile network operators is very limited, because
the push towards the exclusion of Huawei ultimately comes from Latvia’s primary
security guarantor — the United States.



Lithuania: value-based rejection

Konstantinas Andrijauskas

Despite, or rather because of, recognition of its huge potential, the 5G issue has
been increasingly securitized during the last three years in Lithuania. Curiously,
however, Lithuania was destined to do so even without any Chinese role due to
spectrum interference dispute with Russia. Notably, the Russian digital “frequency
occupation zone” created by military radars and satellite communication stations
within the neighboring Kaliningrad exclave covers more than one-third of Lithua-
nian territory, precluding normal and safe development of the national 5G network 3°

As is the case elsewhere in the region, the rise of the Chinese factor in related
threat perceptions was primarily associated with the US position on the issue, but
also had a lot to do with spying accusations against Huawei in neighboring Poland >*
as close partnership with both of those countries is considered crucial for Lithuanian
security. Although China or its companies were not mentioned explicitly in this
context, Lithuania’s 2020 National Threat Assessment for the first time outlined that
“development of 5G technology without sufficient focus on the trustworthiness of the
IT service or product provider may become a new risk factor.”* Lithuania's Ministry
of Defense had previously indicated that Chinese technology will not be included in
militarily sensitive installations.

On the other hand, Huawei has been regularly trying to positively highlight its
public image throughout some ten years of operation in Lithuania. The company per-
formed the first major publicity campaign by any Chinese entity in the country while
serving as the official sponsor of the Lithuanian Basketball Federation in 2014-201634
Subsequently, in early September 2020, the Federation announced a new cooperation
agreement with Huawei? This time, however, the company’s profile seemed to be
even larger, as its name was attached to the title of Lithuania’s women’s basketball
league. Huawei's attention to its image and reputation has been further highlighted by
a court case won against one of Lithuania's prominent news portals which thus had
to officially refute the statements about the company’s activities in Africa3® Despite
these efforts, Huawei's main goal within the country remained beyond its reach.

Indeed, as of the end of 2020, the complex matter in question seems to have
been settled since Lithuania became the last Baltic state to sign a Memorandum of
Understanding on 5G Security?” with the US in mid-September 2020. Although Chi-
na was not mentioned explicitly either, the practical results of this document were
not long to become apparent. Less than two months later, Telia Lietuva, the largest
telecommunications and information technology company in Lithuania, legally rec-
ognized as an enterprise of importance to ensuring the country’s national security;?®
declared the initial phase of launching the 5G mobile network under a just signed
strategic partnership with another and more famous company of Swedish origin,
Ericsson. Telia’s press release revealed that existing Huawei's radio access network
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equipment will be gradually phased out throughout several upcoming years using
Ericsson’s hardware instead >

Considering the October 2020 general elections outcome, it is hard to imagine
a major shift in Lithuania’s current policy on the 5G in general and Huawei in par-
ticular, even if the new Joe Biden's administration would be more forthcoming on
the issue than its predecessor. Indeed, Lithuania’s victorious moderate right wing
coalition went as far as officially pledging that the new government will conduct
a “values-based foreign policy” that “will actively oppose any violation of human
rights and democratic freedoms and will defend those fighting for freedom around
the world, from Belarus to Taiwan".4° Thus, it is widely expected that before the up-
coming radio frequencies auction all of the country’s telecommunications providers
will follow the example set by Telia, finalizing the exclusion of Huawei from devel-
opment of the local 5G network as a result.



Czech Republic: resolute hesitation

lvana Karaskova

The Czech Republic’s state agency National Authority on Cyber and Information
Security (NUKIB) published a public warning on ZTE and Huawei in late 2018, which
made the country an early skeptical voice in the European debate on involvement
of Chinese telecom companies in 5G. What was interesting about the warning was
not only the timing, but the baseline of the arguments which mainly focused on
non-technical aspects of the risks posed by the Chinese telecom companies. Spe-
cifically, it mentioned the legal and political framework of the People’s Republic of
China which requires Chinese companies and citizens to cooperate with Chinese
authorities, including on intelligence activities. Further, it mentioned Chinese intelli-
gence operations, which have long been pointed out by the Czech counterintelligence
agency (BIS).+*

The warning prompted the state’s reaction, leading to the evaluation of the use
of ZTE and Huawei products in the networks of Czech state institutions covered
by the cybersecurity law and the exclusion of Huawei from the tender on building
a tax portal“* and the tender on body scanners at the Prague’s Vdclav Havel airport+.
It also led to an undiplomatic and assertive reaction from the Chinese Embassy in
Prague and a subsequent diplomatic rift, in which the Chinese Ambassador inter-
preted NUKIB's warning as a “mistake” and the Czech prime minister Andrej Babis
publicly called him a liar.44 In reaction to the security warning Huawei threatened
a legal action.%

To calm down the situation and in order to reach a broader consensus, Babis later
called on the issue of 5G security to be debated on the EU level. Also the minister of
trade and industry Karel Havli¢ek indicated that the Czech decision should follow
the approach of the neighboring countries, particularly Germany and Poland.4®

In May 2019, the so-called ‘Prague Proposals’, an outcome of an international
conference on the security of 5G networks, followed the logic of the warning of
NUKIB by focusing on non-technical aspects (such as political and economic behav-
ior) when assessing risks posed by foreign vendors. A year later, the Czech Republic
signed a joint declaration on 5G security with the US. However, prime minister Babis
avoided a direct question on the matter during the meeting with Mike Pompeo in
August 2020,4 claiming the decision on Huawei's engagement in the 5G future is yet
to be reached and repeating again that it should take place at the EU level.+®

Thus, the Czech government’s stance has remained ambiguous as to whether it
will exclude Huawei from Czech 5G networks, with no plans to prepare a national
legislation on the matter. The national investment screening regulation does not apply
as it focuses only on investment to companies from investors from outside of the EU,
but does not concern purchases of components and services. While the government
takes the warnings of the security community seriously, prime minister Babi$ needs
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to balance the preferences of the security community against other domestic polit-
ical players with opposing views, most notably the Czech president Milo§ Zeman,
who on a number of previous occasions downplayed the warnings against ZTE and
Huawei products.

Czech telecommunication companies thus operate in uncertainty, as they need
to weigh the security community’s warnings and signals from political stakeholders
(such as the Prague Proposals, EU 5G Toolbox, etc.) against business rationale. Voda-
fone broke the silence in May 2020, announcing that in accordance with the policy of
Vodafone UK, the Czech branch will use Huawei technology only in non-core parts of
the network.4 CETIN, the Czech telecoms network operator, announced in October
2020 it will use technology from Ericsson to build 5G networks.>° CETIN is a part of
investment group PPF, which also holds 81% in mobile operator Oz Czech Republic.
However, CETIN representative has not ruled out the possibility of cooperation with
Huawei later in the future.>*

Huawei has been very active in trying to influence the Czech public debate on
5G. Apart from running a promotional website on 5G in the Czech Republic®?, it also
hired the local law company Toman, Devaty and partners that challenged the NUKIB
interpretation of the non-technical risks posed by links of the vendors to foreign
governments. According to the law firm, the supplier does not have the possibility
to influence the legislation of a certain country and should not be excluded without
a prior assessment of its risk.>* In March 2020, the Czech economic think tank CETA
published an analysis>¢ estimating additional financial costs (amounting 38 billon
Czech crowns) that the exclusion of Huawei would bring to the Czech Republic. The
study, however, was based on models developed by the British Research Center Ox-
ford Economics for Huawei.s Moreover, recently the company has been very active
in placing commercial articles to local media.>

Three possible factors should be taken into account in forecasting future trends
in the Czech Republic — the outcome of the general election in 2021, the position
of Germany and the US, and considerations of telecom companies. First, Andrej
Babis's government is reluctant to make a decision on the issue of Huawei, at least
not before the outcome of the general election in fall 2021. Depending on the out-
come of the election, the issue can either remain a stalemate or move quickly toward
excluding Huawei from 5G build up. Second, as Czech economy is oriented towards
Germany and German legal environment serves as a frequent inspiration to the Czech
lawmakers, much depends on the German position in terms of allowing or banning
untrusted vendors from its 5G networks. Naturally, the position of the US is also an
important factor in decision-making process. Finally, the Czech telecom companies
have been so far operating in a state of uncertainty and in a need to count in their
business calculations not only the particularities of the Czech domestic politics, but
also the broader position of the EU and the position of the incoming Biden admin-
istration on China. If they want to build the 5G networks quickly, they may need to
come to a decision sooner than the Czech government is willing to.



Slovakia: undecided latecomer

Matej Simal&ik

Compared to some of its neighbors, Slovakia’s discussion about the role of Chinese
companies in the 5G development started to develop quite late. Not so long ago, in
2019, Slovak representatives proclaimed they are open to cooperation with Chinese
tech companies, including on 5G.5” However, since the February 2020 general election
which ushered in a new government, the Slovak stance on the involvement of Chinese
entities in 5G network construction started to change and as of autumn 2020 the
situation has been changing quite dynamically. Three events indicate a ‘harder’ po-
sition of the government compared to its predecessor.

First, in June 2020, the Regulatory Authority for Electronic Communications and
Postal Services canceled the planned auction of the 5G broadband. It was speculated
in the media that the cancellation was a result of intervention by the Slovak coun-
terintelligence service (SIS) which supposedly warned against certain security risks
connected to the auction.’® Indeed, the SIS 2019 Annual Report stated that Chinese
intelligence focused on promoting Chinese telecommunication companies and estab-
lishing ties with the staff at relevant government agencies in Slovakia.? The auction
was finalized at the end of November 2020, with all four Slovak mobile operators
managing to secure access to the 5G band (although the China-linked Swan Mobile
secured only a limited access compared to the remaining three).

Second, in the beginning of October 2020, Slovak media reported that president
Zuzana Caputova threatened to cancel her participation at a major international secu-
rity conference due to its ties to Huawei. “For me, it is not only a question of security,
but also of principles and values,” stated Caputova.®® Her strongly worded criticism
resulted in the conference organizer cancelling the cooperation with Huawei.

Third, at the end of October 2020, foreign minister Ivan Korcok and US secretary
of state Mike Pompeo signed a Joint Declaration on 5G Security. This complements
the already adopted EU Toolbox on 5G security. By signing the document, Slovakia
pledged to screen the vendors' reliability with reference to control by a foreign gov-
ernment, transparency of ownership and corporate governance, vendor’s respect for
intellectual property rights, and record of ethical corporate behavior.*

An important issue to look out for in the coming months is the implementation
of these principles into national legislation. As neither the Joint Declaration nor the
EU Toolbox is a legally binding document, the manner of implementing the security
criteria and their evaluation is a crucial aspect to watch for.

Currently, the National Security Authority is drafting a Decree on 5G security
measures.® The very fact these measures are to be implemented only in an NSA De-
cree rather than an Act of the National Council may pose certain risks as it can be
amended, or even canceled, by the decision of the NSA Director (compared to a full
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legislative process in the National Council). To this day, a draft of the Decree has not
been made available to the public.

So far, it is not clear what will be the role of the mobile network operators in
evaluating the vendor reliability. Letting the network operators to determine the reli-
ability and security compliance of vendors can have a big impact on network security.
Already, some Slovak network operators have shown a propensity to cooperate with
Chinese companies on network development. For example Swan Mobile (partially
owned by the Chinese government) used ZTE technology to develop its 4G network®
and to launch a 5G trial network in 2019.54%5

Nevertheless, only a third of Slovak population favor Chinese vendors as suppli-
ers of the network equipment, ranking far behind European and Japanese vendors.*
Similarly, over half of the population thinks that cybersecurity should be a priority
for Slovak policy towards China.®?

Thus, it should come as no surprise that Huawei has gone on a PR counter-offensive
to soften the blow of a harder government stance.’® Despite this counteroffensive,
it seems unlikely Huawei will be able to sway the opinion of key policy makers.
Indeed, the chairman of the parliamentary Defense and Security Committee stated
that the National Council is wary of security risks posed by Chinese tech compa-
nies.® Recognition of these risks was translated into the new Security Strategy of
the Slovak Republic, which was adopted by the government in December 2020. The
government claimed that it will ensure that construction of critical communication
and data transfer infrastructure is built using only equipment and technologies that
don't pose security risks and originate from Slovakia’s partners and allies’°

As all the key documents mentioned here are still in the drafting process, Slovak
position on Chinese tech companies will become clearer in the coming months.



Hungary: cordial welcome

Tamas Matura

The Huawei issue is not in the forefront of public discourse in Hungary. The Chi-
nese company has been mentioned for three times only in the Hungarian Parliament
since the last elections in 2018, and all three occasions were in late 2019, so the ple-
nary sessions of the parliament have not touched upon the issue for almost a year by
now. The lack of political interest is somewhat surprising given that the Hungarian
foreign minister announced the involvement of Huawei in the development of the
5G network of the country on November 5, 2019, in sharp contrast to the policies of
most other CEE countries’*

Based on the political debate a few government-formulated arguments can be
identified. First, the Hungarian state itself does not develop a 5G network, as it is
being developed by German and British multinational telecommunication companies,
thus the government cannot do anything about it. Second, Huawei's technology can
be found in the system of other EU countries as well. Third, the network in Hungary
will consist of a mix of technology provided by multiple companies, not by Huawei
alone. Fourth, further digitalization and the development of the 5G network is a must
to preserve the competitiveness of the Hungarian economy. Fifth, there is a solid legal
framework that guarantees the safety and privacy of data flows in Hungary, and it
is the responsibility of the service provider to comply with the relevant regulations.

Meanwhile, opposition parties have pointed at security issues in the parliamentary
debate. Those very few speeches in the national assembly that did mention Huawei
in the past two years have referred to a few concerns and prescriptions of their own.
First, Hungary is a NATO member and thus it should be more cautious in its coop-
eration with Huawei since the pro-China policy of the government may harm the
alliance system of the country. Second, as Huawei may pose a national security threat,
the Hungarian government should prefer cooperating with European companies like
Nokia and Ericsson. Third, Hungary should not swim against the tide as it endangers
its data and information security?>

The Hungarian media coverage on the issue is not extensive either, as the two
biggest online news portals and two significant dailies of the country have published,
so far, no more than a dozen and half articles combined on the Huawei related security
concerns. Based on these articles (though it is hard to draw well-founded conclusions
due to the low number of coverage) one may have the feeling that pro-government
media outlets tend to publish less articles about the issue and their tone is either
neutral or follows the argumentation of the government. Meanwhile, media outlets
that do not support the government have had more articles on the matter and their
message focused more on security related concerns and the arguments of the US.

The Hungarian government was one of the few in the CEE region to resist US
pressure despite the sympathy of prime minister Viktor Orbdn to the Trump ad-
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ministration, and Budapest has not banned the use of Huawei's technology in the
5G network of the country. Given the less than enthusiastic feelings of the Hungar-
ian government about the incoming Biden administration, it seems probable that
the current policies of Budapest are here to stay for the foreseeable future. If Biden
administration is to follow a less confrontational approach towards China, as many
expect, there will be even less pressure on Hungary to cut its ties to Huawei. The
government and the Chinese telecom giant announced the establishment of a new
Huawei R&D centre in Budapest in late October 2020, serving as further evidence
of the stable environment the company enjoys in Hungary”3

An EU level ban may put the Hungarian government into an inconvenient posi-
tion, but the probability of such a development towards a joint EU position currently
seems to be very low. In sum, there is nothing on the horizon to threaten the favorable
positions of Huawei in Hungary.
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