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Executive Summary & Recommendations
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Summary

Policy paper “Countering Jihadist Ideology by the EUsuggests a partial change and
extending of the existing EU‘s strategy against teorism and violent radicalisation
which support this phenomenon. The emphasis is puin the media and cyberspace
which are being systematically exploited by the teorist entities.

Since 11 September 2001 the world has experientétteease in terrorist attacks. Terrorist
attacks in Madrid and London further stimulated Hugopean Union to analyse possibilities
how to fight terrorism and how to prevent fthe European Union Counter-Terrorism
Strategywas adopted in 2005. This document states that ust acombat terrorism globally
but on the other hand we have to respect humansrigglamic radicals are behind a great
number of terrorist attacks. As | am convinced tt&torism gains its attractivity and
sympathizers on the basis of ideology, | decidedutline possible ways of how to fight
jihadist ideology (I also use abbreviation JI),cani of Islamism, both inside the EU and
beyond its borders. Due to its totalitarian natutes a threat for the European democracy
and security.

The most important space where the Jl attracts lpempthe cyberspace and media.
Therefore | suggest a strategy callthr of ldeaswhich is focused predominantly on
fighting JI in cyberspace and media inside the EUwnall as beyond its borderg/ar of
Ideas is an information-security strategy which aim ¢ weaken jihadist ideology by
disproving its claims and by preventing its spraegdin media and cyberspace. European
minorities (e.g. Muslims) should also actively pEpate in implementing this strategy.

Important aspect of the implementation of the Eaeopstrategy againghadist ideologyis
our general attitude towards the threat of radisiam. If we want to find solution for the
evil scourge of terrorism, we must not slide toveasthort-sighted populist or nationalist
solutions. In the same time, the EU should facaifhh strong determination to defeat it
bearing in mind that negotiations with jihadists anpossible.



Recommendations for the European Union

1

Cancel European secretdmmon lexicoif and stop avoiding public
debate about Islamism.

Arrange enlightenment campaigns about terrorism gihnddism aimed
predominantly at European Muslim communities anchignants.

Help moderate and liberal-minded Muslims publisteirthopinions about
Islamism on internet (in Arabic, English/French).

Establish training centres for imams and work omation of European Islam
which will give precedence to citizenship beforacstapplication of Islamic
doctrine of state and religion.

In cooperation with islamologues, arabists and mgcuservices open
international debates and forums to identify, §arand specify roots and
causes of jihadi doctrines.

Support development programmes for the trainingMafslim civil society
leadership.

Provide funding and infrastructure to ‘progressiwedividuals, organisations
and for communities of practitioners already dephvith radicalisation issues
on the ground.

Support programmes focused on training of Middlsté&a journalists aimed at
functioning of media in civil society .

Support university departments dealing with Islard Arabic world.

Use Islamologues and Arabists in fight againstotésm, in work with Muslim
communities, in intercultural dialogue, and to helph the training of Middle
Eastern journalists.

Recommendations for the European Security Services

Work on disruption of network of jihadist media apdchange information
about them among European security services.
Analyze and study jihadist releases.

! For the complete list of recommendations see fidgend following.
2 For more information about lexicon see: Waterfi@cuno:Don't confuse terrorism with Islam, says

EU.
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Introduction

“ Almost all European countries have been touchedltayg] recruiting...” including...
Norway, Switzerland, Poland, Bulgaria, and the GzRepublic’®

Terrorist attacks on 11 September 2001 in the UBAMarch 2004 in Madrid, and 7 July
2005 in London were crucial for development of nuees in the European framework of
fight against terrorisfin In December 2005 the Justice and Home AffairsnEibadopted the
European Union Counter-Terrorism Strategyhe EU’s Counter-Terrorism Strategy covers
four strands of work, fitting under its strategienamitment fo combat terrorism globally
while respecting human rights,and make Europe safawing its citizens to live in an area
of freedom, security and justice These four strands of work are called: prevention
protection, pursuance and response.

The first pillar — prevention — contains preventioh “violent radicalisatiofi® which
contribute to the growth of terrorisictivities in the EU. The European Commission
contributed to the formulation of the Strategy tlgh a communication it adopted on the
subject on 21 September 2005 entitl@drrorist recruitment: addressing the factors
contributing to violent radicalisatianThis document focused on the protection of the
European citizens and mainly youth against viofadicalisation which can lead to terrorist
acts. This protection concentrates dordadcast media, the internet, education, youth
engagement, employment, social exclusion and iatiegr issues, equal opportunities and
non-discrimination and inter-cultural dialogti Its purpose is to protect its target groups
before the causes of violent radicalisation angrtwide incentives for active participation in
society.

Here | am coming to the theme of our policy pafgeatrorism is not caused by violent
radicalisation only on the basis of situation inta@ community or motivation of individual.
Terrorism gains its dynamics, attractivity, legiéiay, and mobilization effect first and
foremost on the basis of ideology. Islam is nbbanogenous religion bislamists share a
certain conception of violenihad which is spread through terrorism as its instrutnzem
jihadist ideology’ as intellectual platform.

It is not posible to effectively face jihadist idegy only by offering other values and life
options. It is necessary to disprove and rebdthits policy paper therefore focuses on EU’s

% Says a chief terrorism investigator in Milan, Amda Spataro. InEurope's Angry Muslims
www.foreignaffairs.org/20050701faessay84409-p3Erob-leiken/europe-s-angry-muslims.htmi
* For the definition oferrorismsee page 23.

® The European Union Counter-Terrorism Strategy
http://register.consilium.europa.eu/pdf/en/05/41¥4469-re04.en05.pdf

® For the definition ofjiolent radicalisationsee page 23.

"When | use term terrorism, | am always talkingwtherrorism perpetrated by Islamists/jihadists.
8 Communication from the Commission to the Europeatidnent and the Council concerning
Terrorist recruitment: addressing the factors cditing to violent radicalisationpage 3.
http://eur-lex.europa.eu/LexUriServ/LexUriServ.da2COM:2005:0313:FIN:EN:PDF

° For definition of termslamistssee page 21.

1% For termjihadist ideologysee page 8.



fight against jihadist ideology, on change and esiten of the EU’s policy towards radical
Islam and its rhetorics and terrorism which spreautsof it. The strategy which | suggest
and callWar of Ideasdoes not refer only to the European Union andn&nber states’
territories. Nowadays media and cyberspace arenttst important battlefields for Islamic
terrorism. They are the places where informatiooréated and communicated. The second
most important space are the communities themselves even though some of our
recommendations concern this sphere as well, tamd¢hof Muslim communities is not
directly involved in our policy paper. Neither isfocused on problems of integration or
assimilation of Muslims and/or refugees.

The aim of the policy paper is to suggest measwhash will prevent spreading of jihadist
ideology. Other aims are to create not only Europeapabilities which will effectively
disprove jihadist ideology - mainly before thosdyoncan become its victims. Last but not
least | suggest creation of sanérmation environmeht both inside and outside the EU’s
territory, so that spreading of jihadist ideologgcbmes more difficult and less effective.

In the first chapter calledGrowing Threat of Jihadist Ideolofyys a description of the
jihadist ideology and its relation to democracy ametlia. In the chapter entitletiéw not to
react to Jihadist Ideologyare four general predominantly value-driven pplaptions which
can determinate EU’s stance towards jihadists dredr tideology. The third chapter
“European Strategy against Jihadist Ideolbip/concise description of the proposed stategy
War of IdeasThis chapter is followed by the enumeration Gbhcrete Recommendations
which should be undertaken in order to implemensitegyWar of Ideas

For the creation of this policy paper | used infatimn from the official documents of the
EU and the Council of Europe dealing with problevhserrorism and related topics. | also
used literature of some European and American itanks and personally find out attitudes
to problems of terrorism, media and Islam from etpéke Reuel Marc Gerect Walid
Phare¥’, Daniel Kimmagé' and Jack G. Shaheenl also personally met journalists from
Irag and Lebanon and monitored some Czech int@aggs which tend to Islamophobia or
vice versa to Islamism.

! For definition ofinformation environmergee page 21.

12 Reuel Marc Gerecht is a former Middle East spistiak the CIA’s directorate of operations, now
resident fellow at the American Entreprise Insétutwww.aei.org/scholars/scholarlD.19/scholar.asp
13 Professor Walid Phares is a Senior Fellow anddihector for Future Terrorism Project at the
Foundation for the Defense of Democracies in Wagbim He is also a Visiting Fellow with the

European Foundation for Democracies in Brusselsyvwwalidphares.com

!4 Radio Free Europe / Radio Liberty senior analyst

!> Dr. Jack G. Shaheen, author and media critic - weatbadarabs.com/drjack.html



Growing Threat of Jihadist Ideology

What is Jihadist Ideology

Jihadist ideology is a form of Islamism. It is aaldarian ideology incompatible with
democracy. Intelectual structure of jihadist idgglds polycentric not homogenotfsDue to
the prevalent character of our society, jihadisbldgy is spreading mainly via internet and
medid’. Europe is threatened predominantly by the salffisn of jihadist ideology.

“The complex ideology of the Salafi jihadist movdnsenld be defined in simple terms in
this way: It is a movement that wants to return kieslim world to the times of its early
conquests and move forward from there. This movewents to bring back Muslim society
to a strict application of Sharia laws, despite #ile intervening evolution accomplished by
Muslims through history. Finally, it is a movemémdt wants to resume fatah and conquests
despite all norms of internatonal relations and $awWwhe Salafi current rejects any laws
higher than its own, any institution above the gladite, and any authority beyond the one of
the clerics. The Salafi ideology, called al Agidalstlamiya al salafiya (the Islamic Salafi
doctrine)113 is grounded in the works of many clericisronicles, imams, and a panoply of
leaders”

Jihadist ideology has three fundamental goals:

= Tahriru (liberation) — Jihadists want to liberate all Mosllands from non-
Muslim powers. Muslim lands consist of all lands that were congaeby the
legitimate caliphate or surrendered to it, or whgsgpulation had at some time
submitted to the caliphaté?

= Tawhidu (unification) — ‘After the land is liberated, or while the process i
taking place, all Muslim countries must be reunifigithin common borderg®

= Chilafatu (the caliphate) —Once the land is freed from infidels and unifides t
most important task is to reestablish the caliptfateThe term caliphate here
means the caliphate in its early form followingeafthe death of prophet
Muhammad.

'8 See appendixieological Influence Majp page 24.

" See appendixNumber of Disseminated Jihadi Movement Communit|@@6-2005, page 25.
'8 phares, Walideuture Jihad page 59.

9 Phares, Walideuture Jihad page 60.

20 |bid.

2 bid.



Its ideological tools contain for example:

Takfiru (excommunication from the faith) of Muslim leadéos failing to rule
by Sari“atu, and, for some including the generality of Musliffts complicity or
failure to believe and practice a form of Islamequtable to extremists.

The world as an abode of war Daru ’I-H arbi); the Muslim and non-Muslim
worlds are assumed to be in a state of war urittte ofSari“atu is established.
This means all rules for Muslim conduct can be sadpd.

The principle of non-discrimination between civilian and military targets;
Civilians are seen as culpable, e.g. by voting paing taxes to the state, or
seen as collateral damage.

Practical application of jihadist ideology in their struggle result in (e.g.):

Suicide bombing justified as apart of asymmetric warfare and the weak
position of Muslims. As suicide is a sin in Islaguicide bombing is recast as
self-martyrdom and sacrifice for the cause.

The killing of other Muslims; is justified on the grounds that they are either
complicit through voting / paying taxes to Westeon apostate Muslim
governments, that they oppose the establishmeam ¢glamic state, or that they
are collateral damage and, as Muslims, martyrbi¢ocause. Dependent on the
school of Islam they may also be regarded as loereti

Why the EU Must Face Jihadist Ideology

The EU must face the Jihadist ideology, because dlg.:

supports violent radicalisation and terrorism

destroys civil society, pluralism and democratisteyn

tries to prevent integration of Muslims and othemiigrants into European
society

is against gender equality

supports criminality by imparting false legitimatmyit

is used for terrorist recruitment

Jihadist Ideology and Western Media

Spread of jihadist ideology in Western media iseldasn misuse of their functioning. Open
society makes it further easier — unlike in the diédEastern regimes. Jihadist ideology is
spread predominantly by internetFdt the first time in history, cyberspace allows floere

to be direct communication between a terrorist duisl “public.” Terrorists control their
messages well, always saying exactly what they twas#ty and when they want to sa/ft

2 Soriano, Manuel R. Torre$errorism and the Mass Media after Al Qaeda: A Genf Course?
www.athenaintelligence.org/Al_Qaeda_and_the MassliddeAthena.pdf, page 16.
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Western media obtain jihadist ideology in three wag:

= as a part of messagetarrorist attacks (for instance choice of aims and tools)

= from cyberspace — e.g. media products prepareihbgigt media, videos from
Youtube which celebrates terrorists or informatimom radical Muslims, from
Muslim internet forums or webpages

= directly from media product created fityadist media

Why Western media obtain and further spread jihadi¢ ideology:

= Terrorist attacks gain media coverage because of tliFmmatic character
andspectacularity, which ensures theattractivnessand so promises to boost
audience.

= Effort to inform society and desire to be the first onealso play part in
considering reporting about terrorist attacks. Ingoat is also awareness that if |
do not report, someone else will — either othefgesional medium or whoever
on internet, and very often with full carnage, whifficial media often cannot
afford to broadcast.

= Cyberspaceis used for example farasy acquisitionof material about already
accomplished terrorist attack or for boosting attv@ess of war coverage by
adding“opinions” of the other side; gained materials can be pudtistn the
internet by supporters of given movement or digeby that movement through
its own jihadist medium

= Jihadist media are being established in order to achieve the Bighessible
level of professionalism. They product for exampdeord of terrorist attack
supplemented with their own propaganda and additiomaterial (e.g. how to
prepare attack). Western media like to use thismal attractivhessto attract
audiencé?

Jihadist ?* and Middle Eastern Media

Jihadist media are an established media produdrodistribution entity. While jihadist
forums make available a wide array of materialg #haress support faal-Qa‘idatu and
affiliated movements, jihadist media post mediadpats predominantly through internet
with a clearly stated affiliation to a known arngroup?°

The Middle Eastern regimes with their censorshig anderdeveloped education system
create information underpressure which is ideal development of illegal alternative

8 Foral-Qaidatu strategy via official media sed@errorism and the Mass Media after Al Qaeda: A
Change of Course®ww.athenaintelligence.org/Al_Qaeda_and_the_MasslideAthena.pdf, p. 15.
4 For jihadist media types and relations see appetilill Al-Qaeda Media Nexus (July 2007page
26.

% For more information about jihadist media andtiefabetween media and terrorism s€ke Al-
Qaeda Media Nexupage 3 ofstudies into violent radicalisatigpages 49-60.
http://ec.europa.eu/justice_home/fsj/terrorism/praion/docs/ec_radicalisation_study on_ideology
and_narrative_en.pdf dierrorism and the Mass Media after Al Qaeda: A Gianf Course?



information resources. Terrorists are aware of thit and try to offer answers for banned
topics and react on discontent in the Middle Eastecieties.

In countries like Lebanon, Irag or Afghanistan ffem of speech is also restricted and
independent journalists are in danger. There iMiaulle Eastern country with full freedom
of press and speech. In a sharp contrast is a giodwf jihadist media focused on these
countries. Jihadists in Lebanon have even their @lavision channehl-Manaru, which is
banned in the E& Important element for the success of jihadistsags is also low quality
of erudition and knowledge in population.

Chart on the right shows th GEOGRAPHIC

geographic focus of jihadist medi FOCUS
products that appeared in July 200
Lebanon is not included. You can st
that Iraq is the overwhelming focus ¢
attention. We see that 78 % of jihadi
media products with a readily
identifiable geographic focus (348 ot
of a total of approximately 446 items
concentrated on Iraqg.

It is easy to derive from this chart hoy
important the development of qualit
and independent media in the Midd
East is. Quality media will take
audience and support away from tt

jihadist media, which contribute tc B Iraq 348 (78%) I Afghanistan 45 (10%)
violent radicalisationalso in Europe. I Pakistan 5 (1%) I Algeria 10 (2%)
Ml Gaza 8 (2%) Il Global 14 (3%)

Il Somalia 14 (3%)

source: Daniel Kimmag&he Al-Qaeda Media Nexus
p. 18. http://docs.rferl.org/en-US/AQ_Media_Nexuas.p

%6 Televisional-Manaru is managed byizbu 'lizhi. So, they areshi‘a jihadists who are (in sharp
contrast to the sunni movements lild-Qz‘idatu) subordinated to strict command from Iran.
1 1 Moreover,Hizbu 'lighi is trying to islamize only Lebanon.
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How (Not) to React to Jihadist Ideology

Here we briefly present general approaches towtstdanism, terrorism and other related
topics (e.g. immigration) which are presented im HU. We strongly recommend approach
“Willingness to Diversity and Traditidmelating to the strategwar of ideas

Tilt Ears

When the problem is so immense that | cannot anatovant to dedicate effort and sources
to its solution, | put it on an edge of my intesest simply deny it. In fact, | gave up in
advance and | will probably pay for my inactionfuture. An example of this approach is
the EU’s effort not to connect Islam with terroriSnThe EU is focusing dislamophobia”
instead of discussing problem of Islamism. - THerebf the EU is here mistakenly focused
on the result not on the cause of Islamic terrorism

Return to Blut und Boden

Second possible approach‘selution” of the problem via its elimination. European public
is still not able to understand either the comienf Islam or problems of integration and
fight against terrorism and therefore begins topsiftyn problem to an understandable level
(e.g. Muslim=terrorist). Radical rightists take adtage of it and by xenophobic attitudes
and straightforward solutions make the situatioenemore radical. The outcome is effort to
broadly reduce immigration and strenghten natiom#ntities, not multiculturalism.
Consequences of this approach would be for exalapkeof people in working age (because
of ageing of European population) and so weakermeaanic power of the EU. The EU
would also lose an opportunity for mutual cultuaal religious enrichment with the Middle
East.

Laissez Faire

The third approach is not to solve the problem frib governmental level, because of
conviction that already existing tools (civil sagiefree market, democracy...) are sufficient
to overcome problems with integration, assimilatiand radicalisation of European
Muslims. It cannot work because civil society i nmnipotent and only state (and partly
the EU) is capable to fight against terrorism amdvjgle funds and coordination for
succesful policies concerning above mentioned probl The greater extent of freedom and
rights, the greater need of sophisticated solutioritsmutual cooperation and coordination.

" See Waterfield, Brundon't confuse terrorism with Islam, says EU
www.telegraph.co.uk/news/worldnews/1547133/Don%@itfuse-terrorism-with-Islam%2C-says-
EU.html



Willingness to Diversity and Preserving Traditions

Europe has to preserve its cultural diversity atadlitions, although political correctness
which we maintained particularly in Western Eurofmeces us to avoid topics, which are
controversial and could harm someone (e.g. recsta@uiThis“correct approach” again
makes an effort to reconciliation or agreement wtmnfronted with jihadist ideology and its
supporters. The EU has to realise that an agreemignjihadists is impossible and the price
of action (financial, political and security) islisiower than the price of gradual loss of own
identity, freedom and values, which jihadist idgyland radicalisation of European public
against Islam endanger.

European Strategy Against J. .

Our suggested strategiar of Ideasis part of a general approach described in chapter
“Willingness to Diversity and Preserving Traditibns

What is War of Ideas

It is an information-security strategy which aintasweaken jihadist ideology by disproving
it via information campaign and to prevent its disination in media and cyberspace by
blocking and/or destroying its platforms. It is raly defensive strategy and exceeds the
first pillar of theEuropean Counter-Terrorism Strategyhich is prevention.

Why It Is Necessary to Face Jihadist Ideology throu  gh War of ideas
Because:

* The most effective suppression of ideology liesfiiering positive valu€g and
contra-argumentation.

= Jihadist ideology is not a simple ideological cqicet is a well-developed
ideology which was being created for more thanrawg. Like every ideology
it tries to give (especially to the youth) a contpesible (though distorted)
explanation of the world and role of an individuralt.

= The saner gociety is (e.g. in an information and educatiseise), the lower
chance jihadist ideology has.

% For example inter-cultural exchanges among yaeh:Preventing violent radicalisation
1 3 http://ec.europa.eu/justice_home/fsj/terrorism/praion/fsj_terrorism_prevention_prevent_en.htm



The threat to which strated¥ar of Ideashas to react, is jihadist ideology and its spnegdi
The way by which jihadist ideology is spread shdiwesfollowing chart:

= Delivering of Jihadist Message

Source:
author.

= Focus of proposed
strategy "War of Ideas"

Direct Propaganda and recruitment

Minority
communities

European
public

As you can see, media
and cyberspace are
: averlapping - e. 9. mass media
AR have their on web sites

Structure of the Strategy War of Ideas
The EU should approach problems of Islam and relattopics:

= Actively — means speaking openly about the problem andbd do not avoid
connecting Islam with Islamism or Islamism withrtersm, because restriction
of public debate helps radicals on both sides -ejgean rightists and jihadists as
well.

= Proudly — do not feel ashamed for being Europeans with loistories
(reconquista, crusades...) and foreign policy. - D nonsider European
support for Israel, European colonial past or &lain-Jewish roots of modern
Europe as an insuperable obstacle in dialogue Mitslims.

= Rationally — realise that current EU’s policy deals insuffitlg with the threat

of JI and related topics and thus only postporgesutbreak in future in greater
extent.

Strategy War of ldeasshould consist of four pillars: public awarenedmlogue, sane
information environment and measures relating forination security. We should bear in
mind three above mentioned rules while applyingrthe
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1.) Public Awareness

Improving awareness of the European public aboottlpms of Islam, Islamism, terrorism,
immigration, integration, assimilation, violent reaisation and jihadist ideology. Center of
this pillar is conviction that unawareness of theggcs among public leads to fear and fear
leads to hatred and creation of simplified schesuet as Muslim=terrorist which makes the
situation even more complicated.

Desired Effect: Lower propensity of European society towards rdisigaon and
xenophobia against immigrants and European Muslivha. informing public enable a
debate among citizens about desirable improvements.

2.) Dialogue

Create public space for wide discussion about Isfgmdist ideology and terrorism. This
discussion should be focused mainly on immigrants Muslim communities and should be
conducted first and foremost inside these comnemitith participation of all sides of the
debate (e.g. not only radicals who are heard th&t)m®dhe debate should be conducted also
via internet in order to let it open for incentiiesm other communities. For greater impact
at least part of the discussion’s outcomes shoelldublished in 2 or 3 language mutations.

Desired Effect: Push out radicals in communities to an edge otipal spectrum and by
stimulation of the debate about European Islameneislamists to be the only ones who
have minimal problems with ideological agitatiorcmmmunities.

3.) Sane Information Environment

It is about quality news coveragé terrorist attacks or about support for developimaf
independent Middle Eastern media (as competitgrhedist media) or about support for
European academics dealing with Islam and theiligation activities.

Desired effect:Creation of information environment which will nipport spreading of JI.
4.) Measures relating to information security

Information security means protecting informatiomda information systems from
unauthorized access, use, disclosure, disruptiadifioation, or destructionWar of Ideas
uses this term inside out: it calls for implemeiotatof measures concerning mainly internet
which will lead exactly to disclosure, disruptiomodification, or destruction of jihadists
files on the web. Moreover it calls for using foeddihadists files against their authors.

Generally it has 3 ‘frontlines”:
= Do not let jihadist message inSet the system (e.g. satellite broadcasting in the
EU) in such a way that jihadist message cannotrgéh accordance with this
TV al-Manaru managed byizbu ’'llzhi was banned in the EU).
= [fitis in, eliminate it: When the message enters the system, suppresgyit (e
via destroying of the webpages, revoking broadagditences...).
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= Disprove what is left: by published counter-argumentation. Published
alternative has to be more visible (e.g. via etégment campaign) and more
attractive (i. e. elaborated in a more professiova}).

Desired effect: Make publication of jihadist message via interfibgdist media or official
media impossible or at least much more difficult.

Few Remarks about Implementation of the Strategy =~ War of Ideas

StrategyWar of ldeass focused on European decision makers but iecessary to bear in
mind that the EU should only give finances and ssg@nd coordinate individual measures
and policiesWar of Ideasdtself should be based on people from the comrmgifournalists
from Middle Eastern media and on European acadedeeding with Islam and Arabian
world. The EU should not look for solutions instasfdthem, but should motivate them to
find their own solutions and help them by remowvaiogtacles they might be confronted with
in doing their job.

The European Union also should not expect that hssivill be like we are. We have to
refrain from national dogmatism which for exampégs that Muslim living in Germany is
not German because he/she does not celebrate Cftstbduslims will differ from native
Europeans as well as future Middle Eastern demasawill differ from Western
democzrgacies. By Reuel Gerecht's wordksldmic democracy is a real thing and it will
grow.”

Differences between Muslim identity and old Eurapeational identities as well as burden
of our traditions and histories (unlikgoung” USA) make integration or assimilation very
difficult. Islam which in principle takes a stanlbowve any state secular authority plays here a
great role on the Muslim side. CreationEiropean Islam which will give precedence to
citizenship before strict application of Islamicctiine of state and religion is necessary if
we want integration of Muslims and other immigrainte Europe. This European Islam will
put rules of democratic coexistence higher thamdsms preserved for centruries. Only
common European identity, which is slowly rising, willenable the integration of
different cultures such as Muslim and Arabic.

%9 Said Reuel Gerecht during lecture in the PSSkdalUS Foreign Policy in the Middle E&4st9
April 2008.
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Concrete Recommendations

Here are the measures necessary for implementzititve strategyVar of Ideas

For the European Union *°

European Union

» Cancel European secret ¢ommon lexicori®* and stop avoiding public
debate about Islamism.

= Arrange enlightenment campaign about terrorism and jihadism which
would show to potential recruits where jihadism tead (suffering of innocent
victims — here put emphasis in particular on Mus)irand what happens when
Jihadists come to power. The campaign should blstieaand if possible it
should contain personal confessions of those Msslivho reject JI. Reserve
also “...appropriate spacgin public media]for educators who can provide
material and research on terrorism and Jihadismd fer dissident voices from
the Muslim world(...) who can testify to the persecution, oppession, and
radicalization taking place at the hands of theajiists, as well as to the
necessity of enabling civil societies to acquirenderatic institutions, rights,
and processes” A part of campaign could also be a.movie in which the
setting is the Middle East governed by the Jihatipbate”*

= [Establish training centres for imams and work on ceation of European
Islam.

= |n cooperation with islamologues, arabists and scservices tpen national
and international debates and forum@ncluding legislators and intellectuals)
to identify, clarify, and specify the terrorist fiscof (...) jihadi doctrineg>

Muslim communities

= Help (technically and financiallyymoderate liberal, mainstream and anti-
islamist elements in local communitige publish their opinions about
Islamism, terrorism and integration. Materials should beblighhed on the
internet in Arabic and English or French languagatations. Their content
should be controlled by security services and Islagical experts. Authors
should have possibility to publish anonymously ¢hese of security reasons) but
their identity should be known to the security sss.

% |t seems that the EU’s activity relating to théeimet security is sufficient. Proof is for example
EuropearSafer Internet Programme 2005-2088The Safer Internet programme 2009-2013

%1 For more information about lexicon see: Waterfidduno: Don't confuse terrorism with Islam,
says EU

%2 phares, WalidThe War of Ideggage 250.

% Brachman, Jarret — Felter, Joseph — McCants, aftitiMilitant Ideology Atlas - Executive Repprt
page 11.

* Phares, WalidThe War of Ideggage 250.
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=  “Provide funding and infrastructure to ‘progressivéndividuals, organisations
and for communities of practitioneadready dealing with radicalisation issues
on the ground..”* and support propagation of their achievementshia t
European public.

= “Support development programmes for the training Bluslim civil society
leadership potential to create an ideologically and theoladig literate
leadership and counter weight within community isgt This should
particularly include women and young peopf&..

European media

The Council of Europe has also extensively dedt wie problems of relationship between
media and terrorism. | enclose its most importaatommendations in an attachment
“Media and Terrorism: Recommendations for Media &ssionals and Governmehtsn
page 27.

Middle-Eastern Media

= Support NGOs programmes (both European and Middle Eastenigh would
be focused ortraining and improvement of equipmewnf Middle Eastern
journalists, especially in those countries, where jihadist imedre most
represented.

= |In a framework of the above mentioned programsggport involvement of
European media and NGOs to hand over their exparignith functioning of
media in civil society. Special emphasis should be put on journalistenfro

countries which have experience with transitioléanocracy such as the Czech
Republié’.

European Academic Sphere

= Support university departments dealing with Islam ad Arabic world and
publication activities of their students and gradean order to offer information
about Islam and show in which ways the jihadisbidgy differs from major
Islam or how to face jihadist ideology in Arabiccaty.

= Use Islamologuesand Arabists in fight against terrorism, in work with
Muslim communities, in intercultural dialogue or help with the training of
Middle Eastern journalists.

% Studies into violent radicalisatiopage 6.

% |bid.

37 For example the Czech NGO People in Need orgariizedoperation with the Czech goverment
training course for Iraqi journalists in Amman i6a5. www.pinf.cz/index2.php?id=294&idArt=87
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For the European Security services

= Work on disruption of network of jihadist media and exchange information
about them among European security services.

= Analyze and study jihadist releasesind take important information from them,
for example (by the words of one jihadist]:d'what extent hagihadist] media
work developed, and is it possible to learn thenide of an individual through a
style that recurs in more than one product? Whéahes nature of the message
that a product is sending to the masses, the exteimcitement, changes in
rhetorical style, and to what extent do Muslimsyreh news of the mujahidin
(...) and is there an effect from Western stations arabAwypocrite statior®>?

Conclusion

Not only Europe but also Islam faces problem witem roots. - Jihadist ideology and
Islamism are not new phenomenons. Islamism dicbagin by deposing of shah in Iran, by
war against the USSR in Afghanistan and did nanhowdted on 9/11 2001. Jihadist ideology
presents the top of Islamism nowadays. Islamismateeeits ideological background since
Middle Ages and it is a very complicated intelleadtworld as well as the whole universe of
Muslim thinking.

Europe has got used to being so politically corteet it lost possibility to profit from
confrontation of Western European secularism wathrh. The majority of Islamic world is
in a state of superficial stagnation which is andfly maintained by Middle Eastern
regimes. In reality Islam is in a deep internalfton In state offitnatu (means separation,
disagreement among Muslims) when Muslims kill omether in fratricidal wars in Iraq,
Afghanistan or elsewhere, Islam tries to cope wittdernness by turning back to times of
its fame after all liberal, national and sociatistieological attempts failed.

Immigrants from underdeveloped Muslim countries eaim Europe which is not able to
enrich them sufficiently by its wealth and cultulnairitage. Nor it is able to cause democratic
change in countries of their origin at all — eithex immigrants themselves or via European
foreign policy.

Nowadays Europe tries to avoid potential conflictsr instance in some parts of the United
Kingdom the Christian character of Christmas isngeremoved. Paradoxically some
Muslims are against such an approach becauserivdsgturope of religious values. In the
same time the lack of political will to solve emiaigy problems of Islamism in the EU leads
to publication of lexicon which only contributesrieutrality of European policy. If the EU’s
attitude towards Islam does not change, Islamidtsde strenghtened and on the other side
the European public will radicalise as well. Morenvthe individuals from Muslim and
immigrant communities who do not agree with jihadiand Islamism will also be on the

% Daniel KimmageThe Al-Qaeda Media Nexusage 5http://docs.rferl.org/en-
US/AQ_Media_Nexus.pdf
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edge of social and political spectrum because thgitions do not get as large public space
in Europe as dialogue with Islamists.

By Abdalwahhab Meddeb’s wordstn”Islam, both sides exist: those who want conversi
by the sword and want to kill all non-believersdahose who call for an end to coercion as
part of religion. What is worrying is that in spité this split, the violent side is the only one
present in the media and in the self-image of Musi?® — This message expresses one of
the most important aspects of dfar of IdeasMeddeb also addsWhat Europe must do —
above all the Germans and the French — is to fatam with solid convictions and to make
clear to the Arab states what a danger the fundaatists pose to the worltf°

If the EU’s attitude does not change, the situatiothe future will develop in such a way
that former Islamophobia will prevail in the EU apdpulistic solutions of Muslim and
immigrant problems will destroy a unique opportyrid mutual enrichment of two cultures
which has not happened in all-European scale solfae EU will not be able to help the
immigrants inside its borders or even itself inerdo protect pluralism of cultures and
nations which is forming the whole EU project. Wmuld not forget that the shared values
are a key for creation of common European idertityith no collective values, there is no
strength. The EU will eithefEuropenize” Islam or Islam will,Islamize* the EU.

“There are no shortcuts to any place worth gdinddeverly Sills

%9 www.signandsight.com/features/978.html
% bid.
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Glossary of Terms

Information Environment

The aggregate of individuals, organizations, otesys that collect, process, or disseminate
information; also included is the information ifs&l

Information Security

Information security means protecting informatiomda information systems from
unauthorized access, use, disclosure, disruptiodjfivation, or destructiof?

Islamists

Radical Muslims who are capable and willing to ugdeejihad against other Muslims.
Jihadists

Jihadist &l-gihadiju) is the term chosen by all those who believe thatconcept of jihad is

historically legitimate and that they are pursuing orders of Allah in following this call for
mobilization. Jihadists are both global and locad #heir perception of strategy (oscillating
on an attack-temporization scale) differs. Theysuder themselves true Muslims and are led
by Jihadist Ideology.

There is no universally accepted definition. Daighmage uses term jihadist “neutrally
to refer to armed groups that describe themsehse§ighting a violentfjihad' against all
perceived enemi&é® | understand this term in its wider meaning anaive into it all those
who identify themselves with Jihadist Ideology asatibed in the chapteWWhat Is Jihadist
Ideology.

Jihad ** (gih&d)

Following explanation includes only basic inforneatiabout this Islamic theological and
legal term. It is necessary to say that the rolghafl differs between the Sunnis and Shiites
as well as among Islamic sects or law schools.

Both theological and legal explanation of jihad ests spending effort in individual and
collective sense and with all possible means whach chosen according to existing
conditions. Ideal which should be the highest afrfskamic community (and actually of the
whole mankind) is God's reigigkmu’llah). This ideal state should be reached in a process

“! Definition taken from: www.thefreedictionary.comitormation+environment

“2 http://en.wikipedia.org/wiki/Information_security

“*The Al-Qaeda Media Nexusage 2. http://docs.rferl.org/len-US/AQ_Media_Nepdf
44 For more information see: Milo§ Mend®Zihad page 24-27.



of universal jihad, during which both peaceful andlent means can be used as well as
combination of all available and effective methedsstarting with deepening of own
devoutness, missionary work and ending with wanadiin its broadest meaning is a
synonym for Islamic way of life, for good behaviquersonified in personal example of the
prophet Muhammad.

Law experts {ulamz’u) recognise four levels in which believers canipgrate in jihad:

1. Jihad by Heartd-gihadu bi'l-qalbi) — concerns constant deepening of personal

devoutness, fighting down sin and temptation toclwha Muslim is continuously
exposed by God.

2. Jihad by Tonguea{-gihadu bi'l-lisani) — concerns supporting and spreading of the
Truth by missionary work and pointing out wickedses

3. Jihad by Handgl-gihadu bi’l-jadi) — consists of meritable work and charity.

4. Jihad by Swordd]-gihadu bi's-sajf) — in a sense of promoting Islam by different

ways of violence; either by repression againstd#lf in the field of Islam, by
waging war in the name of Islamization, by fightasugt instigators of internal
decline or — and maybe foremost — by defense agaxtasrnal enemy.

As far as the Koran is concerned, the God callsettgenal fight between believer and
temptation The Greatest Jihdd(al-gihadu ‘l-akbary), while all the other forms are only

“The Smallest Jihddal-gihadu ‘l-aggharu).

For the Sunnis both offensive and defensive jilsad collective duty, offensive jihad is not
possible for the Shiites (because they are waifmrgarrival of a Hidden Imam) and
defensive jihad is for them a duty of every indivadl

For members of Islamic sect Khajiriteshéwari gi) and members of Sunmaghabu (school
of religious law)Hanbal is jihad the sixth pillar of faith (afteaS-Saladaty, salatu, zakatu,

sawmu and haggu). Islamism follows up with the legacy ¢ftanbal maghab to a large
extent.

Salafists

The Salafistsqalatjizna)are the members salaf (“predecessotsor “early generationy
which is a Sunni Islamic movement that takes thmupiancestorsSala) of the patristic
period of early Islam as exemplary models. They @ften connected with wahhabism,
however these two terms are not the same. Not elibadist is Salafist. Truthfulness of
statement tiot every Salafist is Jihadisiepends on definitions of both terms, which asé n
still universally accepted.



23

Terrorism

For the purpose of this policy paper we use thenCiblrramework Decision 2002/475/JHA
of 13 June 2002 Article“1 which defines terrorism as specified acts whiajivén their
nature or context, may seriously damage a countrgminternational organisation where
committed with the aim of seriously intimidatingpapulation, or unduly compelling a
Government or international organisation to perfoomabstain from performing any act, or
seriously destabilising or destroying the fundarakpblitical, constitutional, economic or
social structures of a country or an internatiomaganisation”

Violent Radicalisation *°

“Violent radicalisatiori is the phenomenon of people embracing opiniomsys and ideas
which could lead to acts of terrorism as definediticle 1 of theFramework Decision on
Combating Terrorism 2002/475/JHA 13 June 2002.

Translator’'s Note

Arabic words in this paper have been transliteraistbrding to a system that allows those
who know the Arabic alphabet to reconstruct origspeelling and writing. Those who do not
know Arabic will not miss much if they simply igrethe dots and bars of the transliteration
and pronounce the words as if they were in English.

Where a word has a standard English form (itkad), it has been used.

> See: http://eur-lex.europa.eu/LexUriServ/LexUriSeo?uri=0J:L:2002:164:0003:0007:EN:PDF
“ Definition taken fromCommunication from the Commission to the Europeamlidment and the
Council concerning Terrorist recruitment: addresgitne factors contributing to violent
radicalisation http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2HEL3:FIN:EN:PDF, page 2.
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Ideological Influence Map
sourceMilitant Ideology Atlas - executive reppgdage 12.
www.ctc.usma.edu/atlas/Atlas-ExecutiveReport.pdf
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Number of Disseminated Jihadi Movement Commniqués 1~ 996-2005
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Full Al-Qaeda Media Nexus (July 2007)
source: Kimmage, DanieThe Al-Qaeda Media Nexusage 12.
http://docs.rferl.org/en-US/AQ_Media_Nexus.pdf

~
sw RadiofreeEurope Tt
Radioliberty

Full Al-Qaeda Media Nexus (July 2007)
All Main Links between Armed Groups and Media Production and Distribution Entities

AL-QAEDA MEDIA NEXUS

FIGURE 14

* LINK THROUGH PRODUCTION OR DISTRIBUTION

ARMED GROUP D MEDIA DISTRIBUTION ENTITY
A Islamic State of Iraq: 201 tems 4 Echo of Jihad Media Center
= Ansar al-Sunnah (Iraq): 142 ltems 5 Voice of Jihad (Taliban)
> Taliban (Afghanistan): 42 ltems 2 Ansar
O Young Mujahidin Movement (Somalia): 14 ltems
E Al-Qaeda in the Islamic Maghrib (North Africa): 8 ltems ] MEDIA PRODUCTION & DISTRIBUTION ENTITY
- Al-Qaeda: 7 ltems I Fajr
G Jaysh al-lslam (Gaza): 4 Items 2 Global Islamic Media Front
7/ Sahab

=] MEDIA PRODUCTION ENTITY

2 Ansar al-Sunnah Media Pulpit
& Media Front of the Islamic Emirate of Afghanistan

» Furgan For full media nexus table, see page ©

PAGE 12
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Media and Terrorism: Recommendations for Media and Governments
Source:Media and Terrorism Parliamentary Assembly of the Council of Europac.
10557, 20 May 2005. Part I. — Draft recommendatamticle 8 and 10 (its relevant part).
http://assembly.coe.int/Documents/WorkingDocs/D@ETEDC10557.htm

8. The Assembly invites media professionals to:

I. develop through their professional orgatis a code of conduct for journalists,
photographers and editors dealing with terroris¢ and threats, in order to keep the public
informed without contributing unduly to the impaxdtterrorism;

i. organise training courses for media pssfenals aimed at increasing awareness of the
sensitive nature of media reports on terrorism;

Iii. co-operate between themselves, for msgathrough their professional organisations,
in order to avoid a race for sensational news amalges which plays into the hands of
terrorists;

V. avoid contributing to the aims of tersig by adding to the feeling of public fear
which terrorist acts can create or by offeringdgsts a platform of high publicity;

V. refrain from disseminating shocking piesiior images of terrorist acts which violate
the privacy and human dignity of victims or contitd to the terrorising effect of such acts
on the public as well as on the victims and thanifies;

Vi. avoid aggravating through their news anthments the societal tensions underlying
terrorism, and in particular to refrain from disseating hate speech.

10. The Assembly recommends that the Committee iofskérs ask member and observer
states to:

I. inform regularly the public and the medibout government strategies and action
towards combating terrorism as well as its causes;

il. abstain from prohibiting or even restingt unduly the provision of information and
opinions in the media about terrorism as well asualthe reaction by state authorities to
terrorist acts and threats under the pretext ditifig terrorism;

iii. inform, upon their request, media deglinith terrorism about the specific security
situation in each context, in order to avoid thatirpalists investigating terrorism be
unnecessarily exposed to dangers caused by tésravis anti-terrorist action of state
authorities;

iv. include media literacy in their schookigeoula, in order to educate society towards a
critical and informed consumption of media contand raise awareness of the horror of
terrorist acts;

(...)



Analysis of Jihadist propaganda 1996-2005

Source:Studies into violent radicalisation; Lot 2 - Thdibés ideologies and narratives
page 48. the Change Institute for the European Gssion, February 2008.
http://ec.europa.eu/justice_home/fsj/terrorism/preion/docs/ec_radicalisation_study_on_i
deology_and_narrative_en.pdf

Year 1996 | 1997 | 1998 [ 1999 | 2000 | 2001 | 2002 | 2003 | 2004 | 2005
Number of communiqués 3 1 12 |3 | 19 |63 |60 [266 [2450
sent
Target Audience of Muslims 91.4%
propaganda ) _
Non-Muslims 1.9%
Both 6.4%
Medium of diffusion used Internet 95.9%
TV 1.8%
Written mediums 2.3%
Principal Content Re-vindication of an attack 76.0%

Commentary on current affairs 12.5%

Threat 5.0%

Political-religious discourse (exclusively) 1.9%
Assassination of hostages 1.4%

Mobilisation 1.4%

Blackmail for hostage taking 1.3%

Denial of responsibility for an attack 0.5%
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